
The Hidden Cost of Fraud
Learn how false positives are eating your profits and the actions 

you can prevent these costs.
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Minimize false declines 

Increasing operational efficiency

Every dollar of fraud 
chargebacks is costing your 
business four to five dollars in 
total losses.


Chargebacks are hitting your 
bottom line in more ways than one. 
The total damage can be up to 
60% of the lost item’s sale price.

As your business grows, the hours spent on order review 
can quickly add up. Investing in better training and 
automation will help increase the efficiency and accuracy of 
your manual review process. 


False declines occur when retailers unintentionally block 
good customers while trying to block fraudsters. This is most 
common with rules-based systems. Most people lose more 
money to falsely declining good customers than to 
fraudsters. 


70% of declined orders due to 
suspected fraud are likely false 
declines for retailers using 
rules-based solutions.



Research the 
customer

Focus on the 
orders that matter

Block the bad 
actors from 

ordering again

Consider a 
managed fraud 

solution

70%

20-40% 

of the sale price

Lost item cost

10-15% 

of the sale price

Fulfillment cost3-5% 

of the sale price

Transaction fees

Document the most relevant fraud 
attributes for your business for easier 
training and onboarding.

Build in an escalation process to make 
sure senior team members review the 
riskiest orders.

Supplement your fraud review with the 
free tools built into your ecommerce 
platform or payment gateway.




Contract development resources to 
build approval rules for lowest-risk 
orders.

Bolt mitigates risk for retailers by using behavioral  
data collected throughout the checkout experience  
to inform our fraud decisioning. 



We collect 4x the real-time data signals, we uniquely 
understand the shopper so we can maximize order 
approval and conversion, and personalize outdated 
checkout forms that require unnecessary fields to 
validate a shopper. The result is a faster, safer checkout 
than any native solution (especially on mobile).



About Bolt

BACK

Remember me on this device

Doe
Last name

123
CVVJane

First name

01/18
EXPIRATION DATE

4343-4343-4343-4343

CREDIT CARD NUMBER

2. METHOD

1. Shipping INFO

YourBrand

Pay $38.00

Building a playbook for 
fraud review 

Fraud review automation

Approve more good orders

Look for reasons to say yes to customers instead 
of saying no — this will help you make more 
revenue in the end. Don’t be overly aggressive 
with your rule-based systems. Here are some bad 
reasons to say no, and some good reasons to 
say yes:


Make verification easy

Identity verification can be the enemy of great customer 
experience. Keep verification behind the scenes to keep 

your customers happy.



How to Reduce 
Chargeback Costs

01
Be proactive about fraud detection

Build processes to help you detect fraud 
before an order is shipped.

Bad reasons to say no


Masked IP Address 

Some corporate policies require 

employees to mask their IP 

address and may not be a proxy 

of a bad order. 

AVS Mismatch

AVS mismatch makes sense if a 

shopper is sending a gift or 

making a purchase on behalf of 

someone. 

Some good reasons to say yes


Alternative Payment Methods 

Some corporate policies require 

employees to mask their IP 

address and may not be a proxy of 

a bad order. 

Identity & Destination 

Relationship 

Mapping resources like Google 

Maps, Google Earth, Zillow  can 

help you connect the identity of the 

order to the shipment’s destination.  

Social Profile Data 

Publicly available data from social 

networks can help you validate the 

shopper’s identity.

Fraud Scoring Tool


Utilize a fraud scoring tool to assist in 
reviewing orders 


Tracking Pixels


Install tracking pixels to look at the browsing 
behavior and traffic source



Third Party Tools


Use third-party tools to investigate clues about 
the shopper (e.g. demographics, location)



Immediate Order Reviews


Prioritize immediate order review, especially 
nearing the daily shipping cutoff




Turnaround Time Goal


Set goals to reduce turnaround time for 
manual fraud review
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Fraud chargebacks


Lost Time and 
Resources

Lost Customer 
Lifetime Value
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through False 
Declines
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QWhat is fraud 
costing your 
business?

Chargebacks are just the tip of 
the iceberg

FRAUD  FILTER

False 
declines

False 
declines

Real fraud 
event declined


